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X-Road Secure Data Exchange Layer

• X-Road is a distributed, secure and standardized data exchange solution.

• Public and private sector organizations are all welcome to use this 
environment. 

• X-Road can be used for offering, combining and using e-services in many 
different fields.
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What we protect – the data or channels?

• Should we protect the king (person) or route (where king is 
moving)?

• We have chosen the king (data)  

• Most attacks (over 80%) comes from inside

• We use public Internet, but data is encrypted and signed 

• Additional channels can increase availability



Distributed exchange
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Architecture  before X-Road



Architecture with security servers
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Central services:

• Certification;
• Secure service catalogue;
• Monitoring

X-Road Architecture

Source: Cybernetica AS





Central server

Central server provides information about the X-road users´ certificates and 
IP addresses.

Central server has the following tasks:

 DNSSEC – resolving providers´IP addresses and publishing x-road consumers´/producers´
certificates;

 Provides DNSSEC public key for initial download over HTTP;

 Distributes information about central monitoring servers;

 Distributes certificates from CA server;

 NTP-SERVER – keeping security servers´ time in sync;

 Storing all hashes of secure logs from security servers.



Certification Authority server 

• CA server is an offline server;

• X.509 certificates to security servers

• For authenticating each other

• For digital signatures of queries and responses

• The database of the X-road users´ certificates and IP addresses is managed by CA 

server

• Offline service using Hardware Security Module (HSM) for secure key storage

• Certificates and IP addresses are exported to Central Server, using offline media 

(USB flash drive).



Central monitoring server 

 Monitoring stations provide x-road security - and central servers status 

information to system administrators;

 Receives periodical information about status of all security servers and all 

central servers (CPU, memory, disk, version…);

 Monitoring Station is also collecting service usage information (message 

envelope headers);

 Usage information contains only META-DATA (query time, user ID, user 

organization ID, database name and service name).



Security server

Security server is dedicated proxy server for exchanging data between service 

consumers and providers. 

Security server's assignment is to:

 Forward queries to a right producer/consumer over TLS secure channel;

 Check if consumer's/producer's certificate is valid;

 Encrypt/decrypt data (like a TLS SOAP VPN  );

 Check if consumer has permission to access services (ACL list);

 Log queries (request/response to ‘sslog’);

 Saves secure log hashes periodically to central servers.



Local monitoring server

• Local monitoring servers are installed locally aside to some 
security servers

• They receive the same information, but only from some 
security servers that are explicitly configured to send a copy 
there

• Provides the same analysis as central monitoring servers, but 
for local admins only



Adapter server

is a web service provider which modifies the x-road queries to a 
specific format of a database platform.



How the X-Road works
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